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ABSTRACT

 This research focuses on the reformation of our perception of privacy through 
technology and how it has translated into the digital world. In this attempt, the study will 
try to clarify the invasions of privacy by government agencies and companies and compare 
today’s perception of privacy to the pre-internet era. This research tries pin down the social 
view of privacy in our current age, measure the real value of personal information, and the 
norms and behaviours that technology has established throughout time. Data used in this 
research is based on articles, pervious research papers, and an online survey to evaluate the 
importance of privacy in today’s world.

Furthermore, this research attempt to crack many questions that the readers might have; 
what are some ways to ensure online privacy? Who has access to our personal information? 
How has collecting personal information help us today? How it can be used against us? 
What are the harms of sharing personal information online? 
And so on.
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AIMS & PURPOSES

 This research aims to discover how privacy has translated in the context of the 
technological world.

Technology has created a social sphere within the World Wide Web’s boundaries and it has 
adapted the idea of privacy while reshaping it within its own norms. Good or bad, these 
norms need to be clarified as there has been some significant changes to the idea of privacy 
in this adaptation. Research must be conducted in order to understand how our essential 
view of privacy is perceived, and what consequences exist in ignoring the importance of it in 
the virtual world.
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LITERATURE REVIEW

Changing View of Privacy
 Often people protest about how governments and business are invading their 
privacy. Although they are not wrong in doing so, one has to wonder, how much privacy 
does a person need? Why do they need it? Governments show great interests in gathering 
information about individuals for controlling crimes and terrorism. Likewise in a 
consumer oriented economy, it is a matter of survival to gather necessary information to 
stay innovative and competitive. With the development of computers, softwares and the 
internet, small businesses are able to use this private information as a marketing tool. 
Reliable information is necessary both for good government and efficient business.
Batra, N. D. 1. (2008). Digital freedom: How much can you handle? Lanham: Rowman & Littlefield Publishers. 

The Social Value of Privacy
 Privacy is often looked at as an individual right. The problem with framing privacy 
in individualistic terms is that it becomes undervalued. Often privacy is used to compensate 
individual emotional and reputational harms, affecting public interests such as freedom, 
culture, creativity, innovation, and public life. Privacy is seen as an individual convenience 
at the expense of society, which conflicts with the greater needs of society. To protect 
society, the concept of individualism and individual privacy should be incorporated with the 
common good, and remain equal, not superior to it.    
Solove, D. J. (2008). Understanding privacy. Cambridge, Mass.: Harvard University Press.

Need for Privacy
 Privacy is a basic human need. It is psychologically rooted in the sense of shame and 
the need for personal space. In modern Western cultures, it is understood as a necessary 
condition for individual autonomy, identity, and integrity. The desire for privacy is 
historically variable and has increased noticeably throughout the process of modernization. 
The private sphere offers the protection and freedom necessary for the undisturbed growth 
and self-fulfillment of the modern subject, who can participate in exchanging opinions and 
forming public discourse in the communicative space of the public sphere.
Trepte, S., Reinecke, L., & Springer E-books - York University. (2011). Privacy online: Perspectives on privacy   

 and self-disclosure in the social web. New York: Springer-Verlag.

Electronic Surveillance
 Sharing personal information on social networking site such as YouTube, blogs, and 
so on, are self-determined decisions made by users who aim to create connections with 
others utilizing this global medium. For most of these users, being followed and monitored 
by others is pleasurable in mental respects and life enhancing. Electronic surveillance by 
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governments and corporations however, aim to control behaviours and establish habits 
within the society. 
Fuchs, C., & Ebrary - York University. (2008). Internet and society: Social theory in the information age. New York:   

 Routledge.

Online Privacy tools
 For web browsing, there are a number of redirector websites that provide a low level 
of security and enable users to browse privately. However, since the security of the service 
providers are in question, they have serious limitations when it comes to sites that process 
financial information. There are also encryption tools such as Hushmail that will encrypt 
you e-mails and provide a solution if you are worried to being intercepted. A single e-mail 
contains time zone, IP address, geolocation, and the version of e-mail software used to send 
the message. Other tools such as Proxy Servers and VPN services can provide a safer online 
experience and keep the anonymity of the user.  
Stryker, C. (2012). Hacking the future: Privacy, identity, and anonymity on the Web. New York: Overlook Duckworth.

Online Privacy and Electronic Databases
 Expectations of privacy have changed through the years, and the fight to protect 
privacy is now most important with the growth of electronic databases. Personal information 
has become such a valuable commodity that databases offer rewards and promote users to 
sign up in order to gather emails, names, physical address, phone numbers and so on. As the 
information is often traded among databases, users’ information will exist simultaneously 
in multiple places. Most users are unaware of the hidden mechanisms used by major 
companies, and have little understanding of what they have shared and who has access 
to it. Furthermore, this information is shared with third parties without users’ consent or 
awareness.
Silva, A. d. S. e., & Frith, J. (2012). Mobile interfaces in public spaces: Locational privacy, control, and urban   

 sociability. New York: Routledge.

The Changing Practices of Individuals and Social Media Companies
 One element surrounding the issue of privacy and social media is that individuals 
give their personal information willingly on social media sites, but may not fully understand 
the way their information is used, or the associated privacy risks. There are six risks of such 
behaviour, as identified by Professor Normand Landry of TELUQ: the loss of anonymity 
on social media sites and the disclosure of information deemed to be private or confidential; 
identity theft; employment-related dangers and risks; multiple attacks on honour and 
reputation; cyber-bullying; and psychological and sexual violence. A dated notion of privacy 
in Canadian Law and the absence of a clear framework to provide social media users with 
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a set of standards on the personal protection, creates a lack of control over the information 
generated by the users. 
Canada. Parliament. House of Commons. Standing Committee on Access to Information, P. a. E., & Dusseault, 

P. (2013). Privacy and social media in the age of big data: Report of the Standing Committee on Access to Information,   

 Privacy and Ethics. Ottawa: The Committee.

Privacy and Culture in a Technological World
 Our understanding of privacy is a cultural abstraction, not a global absolute. The 
view of privacy varies by ethnicity, locale, religion, and age. It’s dynamic and temporal, 
changing constantly in step with our attitudes and the evolution of our cultures. Technology 
affects our cultural understanding of privacy by constantly expanding the realm of the 
possible. Many of the privacy problems we’re facing now have been enabled by the 
societies that we live in, both in the real world and in the virtual world. For example, in 
traditional Japanese houses, shojis, screens made of rice paper, were used instead of hard 
walls to divide the rooms. In that society, they were regarded just as good as sound-proofed 
concrete walls because the cultural values supported those imaginary walls. Privacy is a 
cultural belief, meant to protect the space of the individual, whether that agreement is 
manifested by a flimsy paper wall or a sealed piece of mail.
Holtzman, D. H., WellBeing Essentials - York University., Books24x7 - York University., & Books24x7, I. 

(2006). Privacy lost: How technology is endangering your privacy. San Francisco, Calif.: Jossey-Bass.

Web Bugs and data distribution 
 Information that users share is often intertwined and spread in a web-like system 
- with no clue of its consequences. While most websites would state that the information 
would not be shared with third parties, they allow third-party tracking through web bugs. 
They may also share the information with affiliated companies. In the top 50 websites, the 
average number of subsidiaries was 297, with a median of 93. Users often don’t have access 
to information regarding these affiliated companies. Through surveys and polls, we can draw 
several conclusions: 1) users are concerned about websites collecting information about 
them and using it for behavioral advertising, 2) users desire control over the collection and 
use of information about them, and 3) users lack knowledge and understanding about data 
collection practices and policies. 
Gomez, J., Pinnick, T., & Soltani, A. (June 1, 2009). KnowPrivacy http://www.knowprivacy.org/report/   

 KnowPrivacy_Final_Report.pdf
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Privacy and Youth in Canada
 While students are careful to upkeep their reputation and identity online, privacy 
policies are unexplained matters to many of these young Canadians. Cathy Wing, co-
executive director of MediaSmarts, believes that the youth have “limited understanding 
of geo-location services, privacy policies, data collection practices and password sharing 
issues, suggests we need more effective privacy education, both in homes and schools.” 
As studies show, 68% of students wrongly believed that if a website had a privacy policy it 
would not share their personal information with others. 66% of which believe companies are 
not interested in what they do online. Although 82% of young web users are learning about 
privacy settings and options, 65% of them don’t understand the concept of privacy policy.
Young Canadians lack understanding of online privacy: study. (n.d.). Global News. Retrieved October 24, 2014, 

from http://globalnews.ca/news/1159724/young-canadians-lack-understanding-of-online-privacy-study/
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METHODOLOGY

 There are a lot of ambiguities and misunderstandings around the idea of privacy. In 
order to maintain impartial and unbiased, reliable sources must be referenced; I used both 
first-hand and secondary research methods to complete my research.

Firstly, I focused by researching on previously published scholarly articles, books, web 
articles, and laws surrounding the issue of privacy. The factual data provided by the 
secondary research method helped to solidify the primitive ideas of privacy and its 
development in the new technological age. 

As for my first hand research, I conducted a survey containing eight multiple choice 
questions to determine the importance of privacy and the awareness of the participants on 
certain facts. The survey was conducted using surveymonkey.com and to ensure a wide 
range of responses, a link was provided to the public through Facebook and twitter. Overall, 
the survey collected 30 responses from the participants and it provided a fair amount of 
information to support my hypothesis and pin down the norms shaped around privacy 
through technology.
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FINDINGS & RESULTS

 Based on the conducted survey, I 
was able to form a general idea of today’s 
society’s perception around the issue of 
privacy. When the participants were asked 
whether or not privacy was a concern that 
they had, 88% of them answered positive. 
This is while 44% of them shared personal 
information with miscellaneous apps and 
websites on regular bases (graph 1). When 
asked how important it is for them to know 
who has access to their personal information, 
most of them answered “very important” 
(graph 2).
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In contrast, 40% of these participants were 
comfortable with marketing tools using 
their personal information to provide them 
with personalized ads to best suit their 
interests (graph 3). When the participants 
were presented with the following quote, 
there were a lot of varied opinions: “Often 
when you input your information on a social 
networking site it is circulated amongst 
various third-party companies and you 
will not be able to remove the info by 
simply removing it from the initial source” 
(graph 4). Meanwhile, almost none of the 
participants use secure web browsing and 
mailing options such as VPN (graph 5).



ANALYSIS & DISCUSSION

 Technology has created a social sphere within its eco-system through web and online 
services. Within this eco-system, technology has formed norms, behaviours, and ultimately 
a culture so powerful, that it has verged into our reality. Privacy is one of the issues that 
technology and subsequently, the current online culture, has been reshaped and revalued 
through this interaction. 

 The primitive idea of privacy was individualistic in nature and an essential human 
right. With the development of technology, the fine line between private and public spheres 
is constantly crossed. In today’s world, the initial perspective of privacy opposes some 
serious limitations that can paralyze the economy and leave governments defenceless. Many 
current governments favour gathering information about individuals to prevent crimes and 
acts of terror. Meanwhile, our economy has grown to be consumer oriented and private 
information is necessary; consumer insight is a matter of survival, as companies need it to 
stay innovative and competitive (Barta, 2008). One may wonder, why is the information 
you provide so important? How has the social value of personal information changed, and 
how it has affected our daily privacy? How can major powers have access to our personal 
information without our awareness? Or perhaps we are aware, but simply desensitized to 
these forms of actions? 

One of the main components of the issue of privacy within social media is the lack of clarity 
and direct communication between website and the users. Many users willingly provide 
their personal information to mentioned social media websites without fully understanding 
how their information will be used, and how it can threaten their privacy (Dusseault, 
2013). Based on the complied survey results, there is a lot of confusion and ambiguous 
opinions around this topic. Your information is often circulated amongst various third-party 
companies and it may live simultaneously on various databank; you will not be able to 
remove the information entirely by simply removing it from the initial publishing source. 
Additionally, even though many people are concerned about their privacy, the majority of 
them are in favour of receiving services based on the information that they are constantly 
providing. Services such as AdSense by Google target your interests based on your, age, 
gender, location, and recent Google searches, ultimately providing you with personally 
tailored advertising. But is it all worth it? How can you evaluate the value of your personal 
information, and how easily are going to give it up? Does it make it easier to accept these 
forms of privacy invasions as it is committed by faceless companies and not a person you 
know? Does the anonymity of the company lure you to accept such acts and overlook its 
consequences? 
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 There are many tools that can be used to enhance your privacy and protect your 
anonymity online. For example, duckduckgo.com is a bug-free website that doesn’t track 
its user, unlike other major search engines such as Yahoo and Google. There are also 
safe options for secure and private e-mailing provided by Hushmail and other various 
companies. There are also VPN (virtual private network) and proxy servers that can create 
a virtual online space for the user, mocking fake IP addresses and locations (Styker, 2012). 
With many options available to improve online privacy, many concerned users have never 
used any of these tools due to lack of awareness and education on this subject. Even though 
personal information has become a valuable commodity, the importance of privacy has been 
often undervalued and overlooked by many individual (Silva, 2012). How has this mindset 
become a norm amongst many users? Are governments promoting the real threat of privacy 
invasion or deliberately avoiding it?

 This research is only a glimpse of how technology has reshaped our norms toward 
privacy and is by no means a comprehensive guideline on the topic of privacy. To expand 
and improve this research, you may collect more specific examples of corporations and 
governments invading personal privacy, hold multiple inclusive surveys on privacy and have 
a larger amount of first-hand information to clarify the mindset on privacy today. 
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SUMMARY & CONCLUSION

 Many people express concern regarding their online privacy, yet according to 
the survey conducted, more than 44% of them are constantly providing their personal 
information to website and apps during the sign up process. Sadly, many of them are 
unclear on how their information is circulated around the web. Although they may not 
be comfortable with their personal information being accessible to the public, they seem 
to provide this information to online services at ease. Through such practices, personal 
information is collected, circulated around the web, and ultimately, loses its value and 
importance in the concept of personal privacy.
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APPENDICES

Survey Questions

1. Is privacy an issue you are concerned about?

o Yes
o No
o Not Sure

2. How often do you provide your personal information to apps and website?

o Very often
o Often
o Sometimes
o Rarely
o Never

3. How often do you check the privacy settings on your social networking sites?

o Very often
o Often
o Sometimes
o Rarely
o Never

4. How important is it to you to know who has access to your personal information?

o Very important
o Somewhat important
o Not important at all

5. when sharing personal information online, how strict are your privacy settings?

o Strict (only you and selected people have visibility to the information)
o Somewhat Strict (only you and the people you know have access to the information)
o Not strict at all (you information is available to everyone on the web)
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6. Do you agree with the following quote? 
“Often when you input your information on a social networking site it is circulated amongst 
various third-party companies and you will not be able to remove the info by simply 
removing it from the initial source.”

o Strongly Agree
o Agree
o Not sure
o Disagree
o Strongly disagree

7. Are you comfortable with marketing tools using your personal information, such as, age, 
gender, search history, and address, to provide you with personalized ads that you will suit 
your interests?

o Yes
o No
o I don’t care

8. To keep information private and secure there are a few useful tools such as; VPN (Virtual 
Private Network), and Proxy Servers, Encrypted Email and search engine. How often do 
you use any of these tools?

o Very often
o Often
o Sometimes
o Rarely
o Never
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